E2EE Direct Messaging in Bluesky with Matrix

Motivation and Demo



Background

e Lot of interest in the ATPROTO/Bluesky ecosystem in E2EE Direct messaging for Bluesky

Messages & 8

e Twitter/X claims to have encrypted DMs (still BETA)
o This was a paid feature introduced in 2023
o In Sept 2025 this feature is available to all O cnat —
o Even owner says this is not secure and can be compromised

e Some efforts underway to build encryption from scratch for Bluesky



Benefits of using Matrix for Bluesky E2EE

e Tried and tested open source encryption stack

e Matrix has E2EE group messaging in federated setup
o Will take a long time to recreate and test adequately

e Attempts to build Bluesky E2EE from scratch are not attempting federated setup
o These are falling back to centralized single operator
o Federation will allow users BYOMA (Bring Your Own Matrix Account) feature
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DEMO



Request invite code to play with E2EE @ bsea.social




| can see securely now ...

It's gonna be a bright, bright
Sun-shiny day
Look all around, there's nothin' but blue skies

Look straight ahead, nothin’ but blue skies



