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Project Context

IT Planning Council

FIT-AB
Federal IT Architekture Board

FITKO
Federal IT Cooperation

FIT-AM
Federal IT Architecture Management

Neo

Validating architecture

principles

FITKO + BMDS
Ministry for Digital Transformation 

and State Modernization

ZaPuK
„Target Architecture“

See our earlier talk: 

Consolidating Germany’s 
administrative 
communication: Towards a 
joint Matrix-based 
architecture
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Matrix as an additional technology in the BundID-Mailbox

High level architecture

Matrix CS API

Authority

Domain specific

IT system

BundID

Current REST API

FIT-Connect SDK
Easy

integration

for existing

SDK users

Scope of our project, developed or modified by us Existing BundID implementation Not in scope



Feature Overview

Request overview 
and status

Formal confirmations

A high level user journey

Push notifications Login using ID card Follow-up inquiries



Why Matrix?



Why Matrix?

− Existing, international and open Standard

• We want to rely on established solutions rather than 

reinvent the wheel

• Other public organizations pushing Matrix is making it 

viable for us as well

− Important features out of the box

• End to end encryption

• Multi device capable

• Push notifications

• Still designed for customizability in mind

− Established security guarantees

• Based on the “industry standard” Signal protocol

• Audited implementation with vodozemac
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Security and Privacy
by Design

Openness and 
Collaboration

Our Approach

Usability by
Design



Our Approach: 1.) Usability by Design

Intuitive Design
Easy and without paper

- even for the GovernmentMulti Device



Mobile and Web as first class citizens

Usability by Design

Rooms and 

messages kept in 

sync by Matrix out 

of the box



Taking advantage of Mobile Platform Features

Usability by Design

- Scanning and uploading documents directly using the 

camera

- Reading physical ID cards using NFC for strong 

authentication

- Receiving native push notifications

- Logging into the web client by scanning a QR code

- Relying on long lived user sessions with reasonable, TPM 

based security



Intuitive Interactions

Usability by Design

- Supporting different government domains, 

processes, and use cases

- Focusing on structured, machine readable data to 

allow meaningful automations

- Prioritizing common pain points for both sides, 

allowing for more customization and extensibility in 

the future

- Doing lots of User Research!



Our Approach: 2.) Security and Privacy by Design

Zero Trust Architecture Metadata ReductionEnd to End Encryption



End to End Encryption

Agency

Domain specific IT 

system
ZBP

Security and Privacy by Design

…but it isn’t as easy as this, the ends still need to 

know each other’s key from somewhere



Zero Trust

Security and Privacy by Design

Lets look at Zero Trust practically, with one , a few thousand          and

up to 80 million    :

Designing against high impact by 

applying assume breach to centralized 

infrastructure

…but what do we trust in now?



Zero Trust with E2EE: Device Verification

S. 22

Security and Privacy by Design

- Manually entering emojis or scanning QR codes 

doesn’t scale

- We can do better than Trust On First Use

- Security and key management should be invisible 

and “just work”



Zero Trust with E2EE: Device Verification
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Meldeamt Berlin
Donaustraße 29

12043 Berlin

Security and Privacy by Design

- Verification for every device by default

- X.509 Certificates for agencies, eID for citizens



„Zero Trust“ for High Quality Metadata

Security and Privacy by Design

Let’s look at privacy implications the same way, where one Matrix Server 

knows all identity metadata.

@alice:id.bund.de <-> @agency_a:id.bund.de



„Zero Trust“ for High Quality Metadata

Security and Privacy by Design

Splitting accounts into two Matrix Servers allows for unlinkability

citizen.bund.de agency.bund.de

@alice:citizen.bund.de

<->

@gh7e4:agency.bund.de

@9k31c:citizen.bund.de

<->

@agency_a:agency.bund.de



More Topics we‘re looking into

Security and Privacy by Design

Post Quantum Security

Reproducible Builds and Binary Transparency

– especially on the web

More Supply Chain Security

Modular Architecture with auditable 

Components

Secure and Memory Safe Implementation (with Rust)



Our Approach: 3.) Openness and Collaboration

Open Source and
developed in the open

Collaboration with

other public organizations„MSC first“



Roadmap until mid 2026

Next steps

Prototype app and 

testing environment

Providing SDK and 

documentation

Integrating agency IT 

systems to demo

features

Completing the MVP

Open Development on openCode

Public Feedback



Follow us!

gitlab.opencode.de/

fitko/matrix-g2x

https://gitlab.opencode.de/fitko/matrix-g2x

